User based authentication on FSSO, using LDAP and FSSO agent on advanced mode.
Applicable Firmware version: v5.0 and v5.2

Requirements:

User based authentication required on FSSO, so different users get different profiles through policy.
Need to integrate FortiGate with LDAP, install FSSO agent (with DC Agent) on the server with advanced
mode and set user filter from FortiGate FSSO configuration using LDAP.

Integrate FortiGate with LDAP:

System
Policy & Objectis Name i@
sSeeutity Brafiles Server 1p/Name 192.168.1.222
VPN Server Port 389
g Common Name Identifier sAMAccountName
a'i User Distinguished Name de=chandru,dc=local
| User Definition Fetch DN
+® User Groups | Bind Type () simple ) Anonymous @ Regular
" Guest Management User DN administrator@chandru.local
I 5 Device Password sesseses

J Ty [[]secure Connection
: * Single Sign-On
i RADIUS Servers
" Settings
= FortiTokens
[ Fortictient Profiles
-@ Monitor

Test

OK Cancel

config user Idap
edit "ldap"
set server "192.168.1.222"
set cnid "sAMAccountName"
set dn "dc=chandru,dc=local"
set type regular
set username "administrator@chandru.local"
set password XYZ
next
end



Install FSSO agent on the Server on Advanced mode:
1) Accept the agreement.

{i& Fortinet 550 Collector Agent v4.3.0156 Setup

End-User License Agreement

Please read the Following license agreement

Fortinet Product License Agreement f EULA and Warranty Terms il

Trademarks and Copyright Statement

Fortinet®, FortiGate®™, and FortiGuard® are registered trademarks of Fortinet, Inc., and

other Fortinet nemes herein may also be trademarks, registered or otherwis =, of
Fortinet. All other product or company names may betrademarks oftheirres pective

owners. Copyright © 2002-2011 Fortinet, Inc., All Rights reserved. Contents and terms
aresubject to change by Fortinet without priornotice. No part ofthis publication may be
reproduced in any form or by any means orused to make any derivative such as

translation, transformation, oradaptation without permission from Fortinet, Inc., as
stipulated by the United States Copyright Act of 13976, ;I

[+ 1 accept the terms in the License Agreement:

Print Back, I Text I

2) Change the location if you require, however make sure you have the default location :

{& Fortinet 550 Collector Agent ¥4.3.0156 Setup

Destination Folder
Click. Mext to install ko the defaulk Folder ar cli

Install Fortinet 350 Colleckor Agenk w2,3,0156 ko

IC:'l,Program Files\FartingtiFSAEL,

Change... |

Cancel

Back.




3) Enter the domain admin credentials

i'é'u Fortinet Single Sign On Agent

The user account on which you want ko launch

Please input the user account's name and pass

Idser name must be in form DomaintlametUserMame, IF vou wank to use local user account,
please enter . \UserMame.

Uzer Mame: I.'l,administrator

Passwiord: I [ ———

Back. I Tk I Cancel

4) Select the Advanced Mode

i‘._-!;’- Fortinet Single Sign On Agent

Install Options

Fortinet Single Sign On Agent could be set up to monitor user logon events and/or serving
MTLM authentication requests from Fortigates, Select the proper options below,

v mMaonitor User logon events and send the information to FortiGate,
W Seryve MTLM authentication requests coming from ForkiGate,

Please select the access method of Windows Direckary

" Standardie.q domainiuser)

-5eleck this option for easy setup, works For most situations

% Advanced(e,q, CM=user, 0ll=54ales, DC=domain, DC=com

-5Seleck this opkion if wou setup LDWP access to windows A0 ko retrieve user/group
infarmation From FortiGate

Back I Texk I Cancel




5) Proceed to next to install the Agent

{i Fortinet 550 Collector Agent v4.3.0156 Setup

Installing Fortinet SS0 Collector A

Please wait while the Setup Wizard installs Fortinet 350 Collector Agent w4.3.0156.

Skakus:

Back Mesk T Cancel i

6) Install the DC Agent when it tries to launch

i:-’-.'r' Fortinet Single Sign On Agent

Completed the Fortinet 550 €
Agent v4.3.0156 Setup Wizar

Click the Finish button ko exit the Setup Wizard,

[v Launch DC Agent Tnstall Wizard

Bach

Cancel |




7) You need to specify the Collector agent which the DC agent will talk to, if this is the same server,
then leave the default

Fortinet Single Sign On Agent - Install DC Agent Ed |

‘welcome to the DC Agent installation wizard. This wizard will install DC Agent on the Domain
Cantrallers in wour domain.

First please confirm the Collector Agent addiess and listening port.

Callector Agent

Callector Agent IP address: |1 92 168.1.229

Collector Agent listering port: IBEIEIZ

Mote: r'ou need to have administrator access to the domain controller in order to install the
D Agent!

< Back I Mext > I Cancel Help

8) Select the Domain to monitor and click Next

Fortinet Single Sign On Agent - Install DC Agent I

Fleaze zelect the domain(z) you want ta monitar;

CHAMDRL: chandm.local

If zome domainz are mizzing, make sure the tuzted relation between domains is zet up
properly, then run thiz wizard again.

¢ Back I Mexst » I Cancel Help




9) In the Domain to monitor, select the DC Agent mode

gle Sign On Agent stall DC Agent

Select domain contrallers for monitaring user logon event:

rickeck Al |

CHANDRU AN 042U BLITIWN. chandru. local

rWworking Mode
* [DC Agent Mode [Click Next will start the installation of DT Agent]
= Palling Mode [Polling logon sessions from Domain Contraller]

) Folllogon sessions using Windows ket:F]

%) Chech Windows Security Event Logs

< Back I Mext » I

Cahicel

| Help |

Once the FSSO agent with DC agent is installed successfully, configure FortiGate FSSO by selecting
LDAP server to filter the users

System

Policy & Objects

Security Profiles

VEN

Usel

Vi

E-@ User

* User Definition

* User Groups

* Guest Management
&) Device
) Authentication
" LDAP Servers
“ RADIUS Servers
* Settings
FortiTokens
FortiClient Profiles
@ Monitor

Name FSSO_222

Primary Agent IP/Name password [

192.168.1.222

Secondary Agent IR/Name password [

LDAP Server Idap x

Users/Groups -
View Users/Groups | Select Users/Groups

Select the LDAP

dc=chandru,dc=local

CN=Administrator

CN=Allowed RODC Password Replication Grou
|5, CN=Cert Publishers

[, CN=Denied RODC Password Replication Group
CN=DnsAdmins

CN=DnsUpdateProxy

. CN=Domain Admins

', CN=Domain Computers

CN=Domain Controllers

’» CN=Domain Guests

CN=Domain Users

', CN=Enterprise Admins

. CN=Enterprise Read-only Domain Controllers
CN=Group Policy Creator Owners

CN=Guest

. CN=krbtgt

- CN=RAS and IAS Servers

CN=Read-only Domain Controllers
CN=Schema Admins

CN=userl (displayName: userl)
OU=Domain Controllers
< >

Edit Single Sign-On Server

Mare FSSO agents

CN=testuser (displayName: EESCZJ—//‘ Highlight the user you want to monitor

OK Cancel



Once you select the user and click OK, you will see the user will be available

System Edit Single Sign-On Server
. Name FS50_222

- Primary Agent IP/Name 192.166.1.222 Password |seeseess

VPN Secondary Agent IP/Name Password More FS50 agents

G} @ User Users/Groups

Wiew Users/Groups | Select Users/Groups
* User Definition
* User Groups userl x

i * Guest Management

=) Device

2 Authentication

bl Single Sign-On

0K Cancel

The same user will be reflecting on the FSSO agent once it synchronizes

-~ Fortinet Single Sign On Agent Configuration | =] I
¥ Moritoring user PR ——— F'NG
[" Listening ports— Specify monitaring groups of FartiGates. Users lagonddagaff activiiies will anly be sent ta the FartiGate if
Fortis ate: IE the uzers belongs ta its manitared groups. IF a default fiker is defined, it will be used when na matzhing |
FartiGate filter iz found. pltatus
[+ Leaging FortiGate SM Description Manitored groups dDCs |
Log level: ﬁ FGTEOD4E13015... Filter et by Forti..  CMN=userl.CM=Users. de=chandru.dc
| zers |
™ Loglogon ev
o Maonitor |
~ Authentication ——
v Require auth Irfarrmation |
~ Timars bers |
ok station verif
. br List |
[Dread enty timeoy
IF address chang Other Agents |
[T Cacheuserg |4 | | _>|
Cach ; : ration |
S CERIE Add. | Edit... | Remove | ak I Cancel |
Advanced Settings | Savetcloze | Apply | Drefault | Help I




Domain workstation logged into the domain and created logon event on DC, the same information
available on FSSO agent logon user list

gt ————— 1

Currently logon users: 2

|IP address I ‘Work station I Domainuser I Status I Group I Time I T
192168.1.222  WIN-DAZUBLIFOWMN.CHANDR...  CHANDRUYADMIMI.. 0K CN=ADMINIST..  2014/10/08 17:05:36
PCw HANDRLOCAL CHANDRIJAISERT Ok, USERT.CM.. 2 7 1

1

IP Address: 192.168.1.88

"W ork station: PC-wIN7 CHANDRL.LOCAL

Uszer: CHANDRUSUSER1

Group: CH=USER1.CN=USERS . DC=CHANDRU DC=LOCAL+CH=D0OMAIN USERS,CN=USERS DC=CHANDRU DC=LOCAL
Statuz: ak.

Time: 2014M10/08 17:20:31

Type: DC-Agent

Part Range:

1

Test Workstation Clear Uzer Cache | Refrezh Now

On FortiGate you can see the same user:
FGT60D4613015643 # diagnose debug authd fsso list
----FSSO logons----

IP: 192.168.1.88 User: USER1 Groups: CN=USER1,CN=USERS,DC=CHANDRU,DC=LOCAL Workstation:
PC-WIN7.CHANDRU.LOCAL

Total number of logons listed: 1, filtered: 0

----end of FSSO logons----

System D Refresh [ [¥] Show all FSSO Logof
Policy & Objects [ vusername |  vwserGrow [ vouatona [ vIPAdress | vTrafficvolme |
W USER1 0 day(s) 0 hour(s) 2 minute(s) 192.168.1.88 N/A Yrsso

5@ User
= User Definition
= User Groups
* Guest Management
& Device
' Authentication
* Single Sign-On
* LDAP Servers
* RADIUS Servers
* Settings
FortiTokens
[ FortiClient Profiles
&3 monitor




Create group on FortiGate and add the userl to the group to authenticate to the policy

System New User Group

Policy & Objects Name FSSO_user_test
Security Profiles Type (O Firewall @ Fortinet Single Sign-On (FSSO) () Guest | RADIUS Single Sign-On (RSS0)
VPN— Members N=userl,CM=Users,dc=chandru,dc=local X
OK Cancel
User
* User Definition
“® Guest Management
*- ] Device
Policy & Objects Incoming Interface internal - &
=| Palicy Source Address E] win? il
o
Source User(s) [E4] FSSO_user_test x|
Explicit Proxy Source Device Type Click to add... il
** Proxy Options e
Qutgoing Interface -
® 55L Inspection e want X
5 % objects Destination Address £ all il
& Monitor Schedule T always -
Service 2 ALL Ml
Action v ACCEPT ot
Firewall / Network Options
@D NaT
@ Use Outgoing Interface Address [] Fixed Port
(7) Use Dynamic IP Poal Click to add...
Security Profiles
oFF  Antivirus default
@ Web Filter default -8
B orr . Application Control default
o IPS default
oFe . Email Filter default
ore . DLP Sensor default
Proxy Options default - |
SSL Inspection default -
Traffic Shaping
ofr  Shared Shaper guarantee-100kbps
o | Reverse Shaper guarantee-100kbps
e Per-IP Shaper test123
Security Profiles Logging Options
i @ Log Allowed Traffic
Sample Web Filter logs for the user
| system | D Refresh @) Download Raw Log Log logation; Memoi|
Policy & Objects [#] voawestime | vuser [  vsoure [ vagion [ vwre ] = vcoteooryDescripon | vinitiator | Semt/Received [
| Security profiles |
2 05:06:24 1 USER1 1 USERI (192.168.1.88) blocked www.miniclip.com/ 607B/0B

VPN

User & Device

WiFi Controller

(I
& 88 Traffic Log

* Forward Traffic

* Local Traffic

= Sriffer Traffic
3 Event Log
&8 security Log

- [CET—
[% Log config
=& Monitor




